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2 Seure Business Austria (SBA) Researh Center, Austria{bernhard.hoisl,mark.strembek}�wu.a.atSummary. While the demand for an integrated modeling support ofbusiness proesses and orresponding seurity properties has been repeat-edly identi�ed in researh and pratie, standard modeling languages donot provide native language onstruts to model proess-related seurityproperties. In this paper, we are espeially onerned with on�dentialityand integrity of objet �ows. In partiular, we present an UML exten-sion alled SeureObjetFlows to model on�dentiality and integrity ofobjet �ows in ativity models. Moreover, we disuss the semantis ofseure objet �ows with respet to di�erent types of ontrol nodes andprovide a formal de�nition of the orresponding semantis via the ObjetConstraint Language (OCL).Key words: Ativity Models, Modeling Seurity Properties, ProessModeling, UML1 IntrodutionBusiness proesses de�ne an organization's operational proedures and are per-formed to reah operational goals. Therefore, business proesses play a entralrole in many ommerial software systems and are of onsiderable interest tothe researh ommunities in software engineering as well as information andsystem seurity. In partiular, IT systems must omply with ertain laws andregulations, suh as the Basel II Aord, the International Finanial ReportingStandards (IFRS), or the Sarbanes-Oxley At (SOX). For example, adequatesupport for the de�nition and enforement of proess-related seurity poliiesis one important part of SOX ompliane (see, e.g., [1, 2℄). Furthermore, orre-sponding ompliane requirements also arise from seurity reommendations andstandards suh as the NIST seurity handbook [3℄, the NIST reommended seu-rity ontrols [4℄, or the ISO 27000 standard family (formerly ISO 17799). More-over, legally binding agreements suh as business ontrats, or ompany-spei�(internal) rules and regulations do also have a diret impat on orrespondinginformation systems.While the demand for an integrated modeling support of business proessesand orresponding seurity properties has been repeatedly identi�ed (see, e.g.,
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2 Modeling Support for Con�dentiality and Integrity of Objet Flows[5, 6℄), di�erent types of problems arise when modeling proess-related seurityproperties. First, ontemporary modeling languages suh as BPMN (BusinessProess Model and Notation, [7℄) or UML ativity models (Uni�ed ModelingLanguage, [8℄) do not provide native language onstruts to model seure ob-jet �ows. A seond problem is that the language used for proess modelingis often di�erent from (or not integrated with) the system modeling languagethat is used to speify the orresponding software system. This, again, mayresult in problems beause di�erent modeling languages provide di�erent lan-guage abstrations that annot easily be mapped to eah other. In partiular,suh semanti gaps may involve signi�ant e�orts when oneptual models fromdi�erent languages need to be integrated and mapped to a software platform(see, e.g., [9, 10℄).However, a omplete and orret mapping of proess de�nitions and relatedseurity properties to the orresponding software system is essential in order toassure onsisteny between the modeling-level spei�ations on the one hand,and the software system that atually manages orresponding proess instanesand enfores the respetive seurity properties on the other.In this paper, we are onerned with the modeling of seure objet �owsin proess models � in partiular UML ativity diagrams. UML is a de fatostandard for software systems modeling. It provides a family of integrated mod-eling languages for the spei�ation of the di�erent aspets and perspetives thatare relevant for a software system. Therefore, to demonstrate our approah, wehose to de�ne an extension to the UML metamodel that allows to speify on-�dentiality and integrity properties of objet �ows in ativity models. Ativitymodels have a token semantis, and objet tokens are passed along objet �owedges (for details see [8℄). Thus, to ensure the onsisteny of the orrespondingativity models, it is espeially important to thoroughly speify the semantisof seure objet �ows with respet to ontrol nodes (suh as fork, join, deision,and merge nodes). Therefore, we use the Objet Constraint Language (OCL,[11℄) to formally de�ne the semantis of our extension. Corresponding softwaretools an enfore the OCL onstraints on the modeling-level as well as in runtimemodels. Thereby, we an ensure the onsisteny of the extended ativity modelswith the respetive onstraints.The remainder of this paper is strutured as follows. In Setion 2 we presentour UML extension for seure objet �ows in ativitiy models. Subsequently,Setion 3 disusses the semantis of seure objet �ows, with a speial fous onthe semantis arising from di�erent types of ontrol nodes. Setion 4 provides twoexample ativity models that use our UML extension. Next, Setion 5 disussesrelated work, and Setion 6 onludes the paper.2 UML Extension for Seure Objet FlowsCon�dentiality ensures that important/lassi�ed objets (suh as business on-trats, ourt reords, or eletroni patient reords) whih are used in a business



Modeling Support for Con�dentiality and Integrity of Objet Flows 3proess an only be read by designated subjets (see, e.g., [4, 12℄). Integrity en-sures that important objets are in their original/intended state, and enable thestraightforward detetion of aidental or maliious hanges (see, e.g., [3, 13, 14℄).To provide modeling support for on�dentiality and integrity properties ofobjet �ows, we de�ne a new pakage SeureObjetFlows as an extension tothe UML metamodel (see Fig. 1). In partiular, we introdue SeureNode, Se-urePin, SeureDateStoreNode, and SeureAtivityParameterNode as new mod-eling elements. A seure objet �ow is de�ned as an objet �ow between twoor more of the above mentioned seure objet nodes. The SeureNode elementis de�ned as an abstrat node, and the SeurePin, SeureDataStoreNode, andSeureAtivityParameterNode represent speialized seure nodes. In partiularthese three nodes inherit the properties from their orresponding parent objetnodes as well as the seurity related properties from SeureNode (see Fig. 1).
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Fig. 1. UML metamodel extension for seure objet �ows.Below, we speify the attributes of the SeureNode elements de�ned via themetamodel extension. In addition, we use the OCL to formally speify the seman-tis of the SeureObjetFlows pakage. For the sake of readability, we deided tomove the assoiated OCL onstraints to Appendix A. However, these OCL on-straints are a signi�ant part of our UML extension, beause they formally de�nethe semantis of the new modeling elements. Therefore, eah UML model thatuses the SeureObjetFlows pakage must onform to these OCL onstraints.� on�dentialityAlgorithm : Classi�er [0..1℄Referenes a lassi�er that provides methods to ensure on�dentiality prop-erties of the objet tokens that are sent or reeived by a SeureNode, e.g.a lass implementing DES (Data Enryption Standard) or AES (AdvanedEnryption Standard) funtionalities.



4 Modeling Support for Con�dentiality and Integrity of Objet Flows� on�dentialityKeyLength : Integer [0..1℄De�nes the key length of enryption method used, for example 256 bit.� on�dentialityEnsured : Boolean [0..1℄This Attribute is derived from the attributes on�dentialityAlgorithm andon�dentialityKeyLength. It evaluates to true if a SeureNode supportson�dentiality-related seurity properties (see OCL Constraint 1).� integrityAlgorithm : Classi�er [0..1℄Referenes a lassi�er that provides methods to ensure integrity propertiesof the objet tokens that are sent or reeived by a SeureNode, e.g. a lassimplementing SHA-1 or SHA-384 (Seure Hash Algorithm) funtionalities.� integrityEnsured : Boolean [0..1℄This attribute is derived from the attribute integrityAlgorithm. It evaluatesto true if a SeureNode supports integrity-related seurity properties (seeOCL Constraint 2).With respet to the attributes de�ned above, we speify that a seure objetnode either supports on�dentiality properties, or integrity properties, or both(see OCL Constraint 3). Table 1 shows the graphial elements for SeureNodes.Table 1. Notation of elements for modeling seure objets.Node type Notation ExplanationSeurePin(attahed toation) name

A SeurePin attahed to an ation isshown as a UML Pin element that in-ludes a key symbol.SeureData-StoreNode «datastore»

name

A SeureDataDtoreNode is shown as aUML DataStoreNode element with akey symbol in the lower right ornersurrounded by a small retangle.Seure-Ativity-Parameter-Node name

... ...name

...

name

A SeureAtivityParameterNode isshown as a UML AtivityParameter-Node element with a key symbol inthe lower right orner surrounded by asmall retangle.3 Semantis of Seure Objet FlowsThe main element of an ativity model is an ativity. It represents a proessthat onsists of ations and di�erent types of ontrol and objet nodes. Ationsde�ne the tasks (steps) that are performed when exeuting the orrespondingativity. Ativity models have a token semantis, similar (but not equal) to petrinets (for details see [8℄). In general, two di�erent types of tokens an travel inan ativity model. Control tokens are passed along ontrol �ow edges and objettokens are passed along objet �ow edges. This means, eah type of token is



Modeling Support for Con�dentiality and Integrity of Objet Flows 5exlusively passed along edges of the orresponding edge type. In other words,objet tokens annot pass along ontrol �ow edges, and ontrol tokens annotpass along objet �ow edges.A deision node hooses between outgoing �ows and, therefore, has one in-oming and multiple outgoing edges. Deision nodes do not dupliate tokens.Therefore, eah token arriving at a deision node an travel along exatly oneoutgoing edge. A merge node onsolidates multiple inoming �ows and thus hasmultiple inoming and one outgoing edge. However, merge nodes do not syn-hronize onurrent �ows nor do they join inoming tokens. Thus, eah tokenarriving at a merge node is o�ered to the outgoing edge. Both, deision andmerge nodes are represented by a diamond-shaped symbol respetively.A fork node splits a �ow into multiple onurrent �ows and thus has oneinoming and multiple outgoing edges. Tokens arriving at a fork node are dupli-ated and passed along eah edge that aepts the token. A join node synhro-nizes multiple �ows and therefore has multiple inoming and one outgoing edge.A join node may join/ombine inoming tokens (in ontrast to merge nodes, seeabove). Both, fork and join nodes are represented via a thik line (for details see[8℄).To ensure the onsisteny of the orresponding ativity models, it is espeiallyimportant to thoroughly speify the semantis of seure objet �ows. Otherwise,a ombination of ordinary objet �ows and seure objet �ows ould result ininonsistenies. Therefore, Setion 3.1 disusses the semantis of seure objetnodes with respet to diret objet �ows, Setion 3.2 disusses the semantiswith respet to deision and merge nodes, and Setion 3.3 with respet to forkand join nodes.3.1 Semantis of Seure Objet Nodes regarding Diret Objet FlowsWe use the term diret objet �ow to refer to an objet �ow that diretly onnetsobjet nodes without intermediate ontrol nodes. Fig. 2 shows three exampleon�gurations of diret objet �ows involving SeureNodes. All statements andOCL onstraints referened below refer to SeureNode and therefore apply foreah subtype of SeureNode (see Fig. 1).
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nameFig. 2. Examples of diret objet �ows between seure nodes.Fig. 2a shows a on�guration where two SeurePins attahed to an ationserve as data soures for two other seure objet nodes. To ensure a seure



6 Modeling Support for Con�dentiality and Integrity of Objet Flowsobjet �ow, we de�ne that if an objet node reeives an objet token from aSeureNode, the target node must also be a SeureNode (see OCL Constraint4). Otherwise, a seure objet �ow ould have a SeureNode as its soure andan ordinary objet node as its target � whih would result in an inonsistenybeause ordinary objet nodes annot ensure the on�dentiality or integrity ofobjet tokens.Beause eah subtype of SeureNode does also inherit the properties of theorresponding ordinary UML objet node (see Fig. 1), it an proess ordinary ob-jet tokens as well as seure objet tokens. Fig. 2b shows a on�guration where anordinary AtivityParameterNode and a SeureAtivityParameterNode serve assoure nodes for a SeurePin. In suh a on�guration, the target node must be aSeureNode (see OCL Constraint 4) and the target node (here a SeurePin) mustsupport the same seurity properties as the orresponding seure soure node(here a SeureAtivityParameterNode). This requirement is formally spei�edvia OCL Constraint 5.1 This onstraint guarantees that the seurity propertiesof objet tokens sent by a ertain soure node an be heked and ensured bythe orresponding target node(s).Fig. 2 shows a on�guration where a SeurePin and a SeureDataStoreNodeserve as soure nodes for a SeureAtivityParameterNode. Thus, aording toOCL Constraint 4, the target node must also be a SeureNode (here it is aSeureAtivityParameterNode) and it must support all seurity properties thatare supported by the respetive soure nodes (see OCL Constraint 5). Moreover,we de�ne that all soure nodes must provide ompatible seurity properties (seeOCL Constraint 6). Otherwise, the soure nodes ould use, for example, di�erentryptographi algorithms or di�erent key lengths � whih ould again result ininonsistenies and in a violation of OCL Constraint 5.3.2 Semantis of Seure Objet Flows regarding Deision and MergeFig. 3 shows examples of the di�erent on�guration options of seure objet�ows that inlude deision or merge nodes.2 Fig. 3a shows a on�guration where adeision node has an inoming seure objet �ow and presents the orrespondingobjet tokens to multiple outgoing edges. As the soure of the inoming objet�ow is a SeureNode (here it is a SeurePin) both target nodes must also beseured (see OCL Constraint 7). Otherwise, a seure objet �ow ould have aSeureNode as its soure and an ordinary objet node as its target � whihwould result in an inonsisteny beause ordinary objet nodes annot ensureon�dentiality or integrity of objet tokens. Furthermore, target nodes of a seureobjet �ow must support the same seurity properties as the respetive sourenode (see OCL Constraint 8). This onstraint ensures that seurity propertiesannot be lost when traversing a deision node and that the target node(s) areable to hek and ensure the orresponding seurity properties.
1 Note that the OCL invariants from Appendix A omplement eah other.
2 For the sake of simpliity, Fig. 3 and Fig. 4 show only two inoming/outgoing �owsfor the respetive ontrol nodes. However, the orresponding OCL onstraints applyfor an arbitrary number of inoming/outgoing edges, of ourse.
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Fig. 3. Seure objet �ows with deision and merge nodes.Fig. 3b shows a on�guration where a merge node brings together alternate�ows � one of whih is a seure objet �ow. For suh a on�guration, we de�nethat if a merge node reeives at least one seure objet �ow, the target nodeof this merge node must also be a SeureNode (see OCL Constraint 9). Thisonstraint guarantees that eah seure objet token passing a merge node anbe heked and proessed by the orresponding target node.Fig. 3 shows a on�guration where a merge node brings together alternateseure objet �ows. Aording to OCL Constraint 9 the target must be a Se-ureNode. Furthermore, we de�ne that all soure nodes must provide ompatibleseurity properties (see OCL Constraint 10). In addition, the target node mustsupport all seurity properties of the respetive soure nodes (OCL Constraint11). Otherwise, inompatibilities ould emerge if the seurity properties sup-ported by the soure nodes are di�erent from the seurity properties supportedby the target node.3.3 Semantis of Seure Objet Flows regarding Fork and JoinFig. 4 shows examples of the di�erent on�guration options of seure objet �owsthat inlude fork or join nodes. Fig. 4a shows a on�guration where a fork nodesplits a seure objet �ow into multiple onurrent �ows. Beause the tokensarriving at a fork node are dupliated, all target nodes must be SeureNodes(see OCL Constraint 12). Furthermore, the target nodes must support the sameseurity properties as the orresponding soure node (see OCL Constraint 13).This onstraint ensures that seurity properties annot be lost when travers-ing a fork node and that the target node(s) are able to hek and ensure theorresponding seurity properties.Fig. 4b shows a on�guration where a join node synhronizes multiple objet�ows � one of whih is a seure objet �ow. Beause in this ase the join nodereeives seure as well as ordinary objet tokens, we de�ne that the tokens annotbe ombined (see OCL Constraint 14). Moreover, we de�ne that if a join nodereeives at least one seure objet �ow, then the target node of this join nodemust also be a SeureNode (see OCL Constraint 15). This onstraint guaranteesthat eah seure objet token passing a join node an be heked and proessedby the orresponding target node.



8 Modeling Support for Con�dentiality and Integrity of Objet Flows
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Fig. 4. Seure objet �ows with fork and join nodes.Fig. 4 shows a on�guration where a join node synhronizes multiple seureobjet �ows. As de�ned in OCL Constraint 15 the target must be a seure node.Furthermore, all soure nodes must support ompatible seurity properties (OCLConstraint 16). In addition, the target node must support all seurity propertiesof the orresponding soure nodes (see OCL Constraint 17). Otherwise, inon-sistenies ould emerge if the seurity properties supported by the soure nodesare di�erent from the seurity properties supported by the target node.4 Example UML Ativity DiagramsFig. 5 shows the example of a redit appliation proess modeled via a UMLativity diagram that uses the elements of the SeureObjetFlows pakage. Inaddition, Table 2 lists the SeureObjetFlows attributes of the seure objetnodes in Fig. 5. Note that the di�erent attributes are properties of the orre-sponding SeureNodes and exist independent of their visualization in a model.3The attributes are derived from the SeureNode lassi�er de�ned via the UMLmetamodel extension desribed in Setion 2. The ativity starts when the Se-ureAtivityParameterNode named Credit appliation passes a orrespondingobjet token to the Chek appliation form ation. In this example, the Creditappliation SeureAtivityParameterNode is ensuring data integrity of the orre-sponding objet tokens via the SHA-1 algorithm (see Table 2). Remember thatthe formal semantis of the respetive modeling elements are de�ned via theOCL onstraints from Appendix A.Table 2. SeureObjetFlows attributes for the redit appliation proess.Objet SeureObjetFlows attributesCredit appliation integrityAlgorithm = SHA-1Contrat onfidentialityAlgorithm = AESonfidentialityKeyLength = 192
3 An alternative visualization of SeureObjetFlows attributes would be to attahomments/onstraints to seure objet nodes diretly in an ativity diagram.
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Fig. 5. Credit appliation proess with seure objet �ows.After ompleting the Chek appliation form ation, the redit worthinessof the appliant is heked. If the hek fails, the redit appliation is rejetedand the proess ends (see Fig. 5). If the redit worthiness hek is passed, how-ever, the bank o�ers a ontrat to the respetive ustomer. If the redit sumdoes not exeed 5000, the appliant is o�ered a standard ontrat. Otherwise, austomized ontrat is negotiated with the lient. Beause the ontents of thisontrat are on�dential, both output pins of the Standard ontrat and Nego-tiate ontrat ations as well as the input pin of the subsequent ation Approveontrat support respetive on�dentiality properties. As an be seen from Table2, the enryption method used is AES and a key length of 192 bit is needed. Theativity ends with the approval of the ontrat.
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Fig. 6. Radiologial examination proess with seure objet �ows.The seond example (Fig. 6) presents a radiologial examination proess,again modeled via a UML ativity diagram inluding elements of the SeureOb-jetFlows pakage. The proess starts with a Radiologial examination ationthat produes images whih are read in a next step. The orresponding Seure-Pins enfore the seurity properties de�ned in Table 3 for all Image objet tokenstravelling between the Radiologial examination and Image reading ations. Notethat Image and Patient reord are speialized lassi�ers of type Patient data (see



10 Modeling Support for Con�dentiality and Integrity of Objet FlowsFig. 7). Therefore, they inherit all SeureObjetFlows attributes de�ned in Table3. If the images are of su�ient quality, the ativity ontinues with two onur-rent �ows: the images are annotated and the patient reord is fethed. Bothations produe output tokens of type Image and Patient reord, respetively.The output and input pins of the orresponding ations support integrity andon�dentiality properties (see Fig. 6 and Table 3).Table 3. SeureObjetFlows attributes for the radiologial examination proess.Objet SeureObjetFlows attributesPatient data integrityAlgorithm = SHA-512onfidentialityAlgorithm = AESonfidentialityKeyLength = 256Report integrityAlgorithm = SHA-512onfidentialityAlgorithm = AESonfidentialityKeyLength = 256After the report is written, it is validated by a senior physiian. Therefore,the Report objet is passed between the orresponding ations and SeurePinsenfore the seurity properties de�ned in Table 3. If the report is inomplete, theorresponding ations have to be repeated (see Fig. 6). Otherwise, the report isarhived via a SeureDataStoreNode.
Patient data

Patient recordImageFig. 7. Patient data objet types.5 Related WorkSeveral approahes exist to integrate proess models with seurity poliies and/oronstraints on di�erent abstration levels. Jensen and Feja present an approahto speify three types of seurity properties (aess ontrol, on�dentiality, andintegrity) in Event-driven Proess Chains [15℄. These seurity onerns are trans-formed into exeutable proess desriptions based on web-servies. Although ourpaper presents a UML-based extension, both approahes ould be ombined bygenerating exeutable artifats based on the same standards (e.g., WS-BPEL,WSDL, WS-SeurityPoliy).



Modeling Support for Con�dentiality and Integrity of Objet Flows 11In [16℄, Koh and Parisi-Presie present an approah for the UML-basedspei�ation and veri�ation of aess ontrol poliies. They use standard lassmodels to de�ne a so-alled type diagram for a partiular aess ontrol model.Subsequently, UML objet diagrams are used to speify ertain rules and on-straints for the di�erent entities inluded in the respetive type diagram. Afterlass and objet diagrams are de�ned, graph transformations are applied to ver-ify the resulting aess ontrol spei�ation. However, the fous of [16℄ is onthe veri�ation of UML-based models via graph transformations, rather than onmodeling support for proess-related on�dentiality and integrity properties.Another related approah is UMLse [17℄. In essene, it provides a UML pro-�le for the de�nition and analysis of seurity properties for software systems.For example, UMLse is used to de�ne and verify ryptographi protools. How-ever, UMLse aims at a lower abstration layer than our SeureObjetFlowsextension. Therefore, UMLse is well-suited to be ombined with our approah.SeureObjetFlows would then be used to model business proesses and proess-level seurity properties, while UMLse would be used to speify the �ne-grainedsystem-level proedures for enryption and integrity heking in a partiular soft-ware system.Furthermore, Basin et al. [18℄ present an approah alled model-driven se-urity. They demonstrate their approah with an UML pro�le for RBAC (Role-Based Aess Control) alled SeureUML. In [18℄, the fous is on integrating se-urity aspets with a model-driven development approah rather than modelingof business proesses and proess-related on�dentiality and integrity properties.In fat, the model-driven seurity approah of SeureUML and our SeureOb-jetFlows pakage are well-suited to be ombined in a omplementary fashion.6 ConlusionA omplete and orret mapping of proess de�nitions and related seurity prop-erties to the orresponding software system is essential in order to assure onsis-teny between the modeling-level spei�ations on the one hand, and the softwaresystem that atually manages orresponding proess instanes and enfores therespetive seurity properties on the other hand.UML ativity models provide a proess modeling language that is tightly inte-grated with other model types from the UML family (suh as lass models, statemahines, or interation models). In this paper, we presented SeureObjetFlowsas an integrated approah to model on�dentiality and integrity properties of ob-jet �ows in UML ativity diagrams. The semantis of our extension are formallyde�ned via the OCL. Corresponding software tools an enfore these invariantson the modeling-level as well as in runtime models. Thereby, we an ensure theonsisteny of seure objet �ows with the respetive onstraints. Moreover, ourextension an be applied to supplement other UML-based approahes and anbe integrated in UML-based software tools.
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Modeling Support for Con�dentiality and Integrity of Objet Flows 13A Constraints for Seure Objet FlowsThis setion provides the omplete list of OCL-expressed derived values and invariantsfor the UML extension spei�ed in Setion 2.OCL Constraint 1 The on�dentialityEnsured attribute of the SeureNode lassi�eris derived from the on�dentialityAlgorithm and on�dentialityKeyLength attributesand evaluates to true if on�dentiality-related seurity properties are supported.ontext SeureNode::onfidentialityEnsured : Booleanderive: if onfidentialityAlgorithm->notEmpty() andonfidentialityKeyLength->notEmpty()then true else falseendifOCL Constraint 2 The integrityEnsured attribute of the SeureNode lassi�er is de-rived from the integrityAlgorithm attribute. It evaluates to true if an integrity-relatedseurity property is supported.ontext SeureNode::integrityEnsured : Booleanderive: if integrityAlgorithm->notEmpty()then true else falseendifOCL Constraint 3 A seure objet node must ensure either on�dentiality, or in-tegrity, or both.ontext SeureNode inv:self.onfidentialityEnsured orself.integrityEnsuredOCL Constraint 4 Any target of a seure objet �ow must also be a seure objetnode.ontext ObjetNode inv:if self.inoming->exists(i | i.soure.olIsKindOf(SeureNode))then self.olIsKindOf(SeureNode) else self.olIsKindOf(ObjetNode)endifOCL Constraint 5 The downstream seure objet node must support at least all se-urity properties supported by orresponding upstream seure objet nodes.ontext SeureNodeinv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).onfidentialityEnsuredthen self.onfidentialityAlgorithm = i.soure.olAsType(SeureNode).onfidentialityAlgorithm andself.onfidentialityKeyLength = i.soure.olAsType(SeureNode).onfidentialityKeyLengthelse true endif)inv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).integrityEnsuredthen self.integrityAlgorithm = i.soure.olAsType(SeureNode).integrityAlgorithmelse true endif)OCL Constraint 6 All seure objet nodes having the same target node must supportidential seurity properties.ontext SeureNodeinv: self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) and i2.soure.olIsKindOf(SeureNode) andi1.soure.olAsType(SeureNode).onfidentialityEnsured and i2.soure.olAsType(SeureNode).onfidentialityEnsuredthen i1.soure.olAsType(SeureNode).onfidentialityAlgorithm = i2.soure.olAsType(SeureNode).onfidentialityAlgorithm andi1.soure.olAsType(SeureNode).onfidentialityKeyLength = i2.soure.olAsType(SeureNode).onfidentialityKeyLengthelse true endif)inv: self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) and i2.soure.olIsKindOf(SeureNode) andi1.soure.olAsType(SeureNode).integrityEnsured and i2.soure.olAsType(SeureNode).integrityEnsuredthen i1.soure.olAsType(SeureNode).integrityAlgorithm = i2.soure.olAsType(SeureNode).integrityAlgorithmelse true endif)



14 Modeling Support for Con�dentiality and Integrity of Objet FlowsOCL Constraint 7 If a deision node has a seure soure node, all target objet nodesmust also be seured.ontext DeisionNode inv:if self.inoming->exists(i | i.soure.olIsKindOf(SeureNode))then self.outgoing->forAll(o | o.target.olIsKindOf(SeureNode))else true endifOCL Constraint 8 Target seure nodes of a deision node must support identialseurity properties as the orresponding soure node.ontext DeisionNodeinv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).onfidentialityEnsuredthen self.outgoing->forAll(o |o.target.olAsType(SeureNode).onfidentialityAlgorithm = i.soure.olAsType(SeureNode).onfidentialityAlgorithm ando.target.olAsType(SeureNode).onfidentialityKeyLength = i.soure.olAsType(SeureNode).onfidentialityKeyLength)else true endif)inv: self.inoming->forAll(i |if.i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).integrityEnsuredthen self.outgoing->forAll(o |o.target.olAsType(SeureNode).integrityAlgorithm = i.soure.olAsType(SeureNode).integrityAlgorithm)else true endif)OCL Constraint 9 If a merge node has at least one seure soure node, the targetmust also be a seure node.ontext MergeNode inv:if self.inoming->exists(i | i.soure.olIsKindOf(SeureNode))then self.outgoing.target.olIsKindOf(SeureNode)else true endifOCL Constraint 10 All seure soure nodes that serve as input to a merge node mustsupport the same seurity properties.ontext MergeNodeinv: self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) and i2.soure.olIsKindOf(SeureNode) andi1.soure.olAsType(SeureNode).onfidentialityEnsured and i2.soure.olAsType(SeureNode).onfidentialityEnsuredthen i1.soure.olAsType(SeureNode).onfidentialityAlgorithm = i2.soure.olAsType(SeureNode).onfidentialityAlgorithm andi1.soure.olAsType(SeureNode).onfidentialityKeyLength = i2.soure.olAsType(SeureNode).onfidentialityKeyLengthelse true endif)inv: self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) and i2.soure.olIsKindOf(SeureNode) andi1.soure.olAsType(SeureNode).integrityEnsured and i2.soure.olAsType(SeureNode).integrityEnsuredthen i1.soure.olAsType(SeureNode).integrityAlgorithm = i2.soure.olAsType(SeureNode).integrityAlgorithmelse true endif)OCL Constraint 11 The seure target node of a merge node must be apable of sup-porting all seurity properties of orresponding soure nodes.ontext MergeNodeinv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).onfidentialityEnsuredthen self.outgoing.target.olAsType(SeureNode).onfidentialityAlgorithm =i.soure.olAsType(SeureNode).onfidentialityAlgorithm andself.outgoing.target.olAsType(SeureNode).onfidentialityKeyLength =i.soure.olAsType(SeureNode).onfidentialityKeyLengthelse true endif)inv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).integrityEnsuredthen self.outgoing.target.olAsType(SeureNode).integrityAlgorithm = i.soure.olAsType(SeureNode).integrityAlgorithmelse true endif)OCL Constraint 12 If a fork node has a seure soure node, all target nodes mustalso be seured.ontext ForkNode inv:if self.inoming.soure.olIsKindOf(SeureNode)then self.outgoing->forAll(o | o.target.olIsKindOf(SeureNode))else true endif



Modeling Support for Con�dentiality and Integrity of Objet Flows 15OCL Constraint 13 Seure target nodes of a fork node must support the same seu-rity properties as the orresponding soure node.ontext ForkNodeinv: if self.inoming.soure.olIsKindOf(SeureNode) and self.inoming.soure.olAsType(SeureNode).onfidentialityEnsuredthen self.outgoing->forAll(o |o.target.olAsType(SeureNode).onfidentialityAlgorithm =self.inoming.soure.olAsType(SeureNode).onfidentialityAlgorithm ando.target.olAsType(SeureNode).onfidentialityKeyLength =self.inoming.soure.olAsType(SeureNode).onfidentialityKeyLength)else true endifinv: if self.inoming.soure.olIsKindOf(SeureNode) and self.inoming.soure.olAsType(SeureNode).integrityEnsuredthen self.outgoing->forAll(o |o.target.olAsType(SeureNode).integrityAlgorithm = self.inoming.soure.olAsType(SeureNode).integrityAlgorithm)else true endifOCL Constraint 14 If both, seure objet nodes and ordinary objet nodes are inputto a join node, this join node must not ombine the orresponding tokens.ontext JoinNode inv:self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) andi2.soure.olIsKindOf(SeureNode) = falsethen self.isCombineDupliate = falseelse true endif)OCL Constraint 15 If a join node has at least one seure soure node, the orre-sponding target node must also be seured.ontext JoinNode inv:if self.inoming->exists(i | i.soure.olIsKindOf(SeureNode))then self.outgoing.target.olIsKindOf(SeureNode)else true endifOCL Constraint 16 All seure soure nodes of a join node must support the sameseurity properties.ontext JoinNodeinv: self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) and i2.soure.olIsKindOf(SeureNode) andi1.soure.olAsType(SeureNode).onfidentialityEnsured and i2.soure.olAsType(SeureNode).onfidentialityEnsuredthen i1.soure.olAsType(SeureNode).onfidentialityAlgorithm = i2.soure.olAsType(SeureNode).onfidentialityAlgorithm andi1.soure.olAsType(SeureNode).onfidentialityKeyLength = i2.soure.olAsType(SeureNode).onfidentialityKeyLengthelse true endif)inv: self.inoming->forAll(i1,i2 |if i1.soure.olIsKindOf(SeureNode) and i2.soure.olIsKindOf(SeureNode) andi1.soure.olAsType(SeureNode).integrityEnsured and i2.soure.olAsType(SeureNode).integrityEnsuredthen i1.soure.olAsType(SeureNode).integrityAlgorithm = i2.soure.olAsType(SeureNode).integrityAlgorithmelse true endif)OCL Constraint 17 The seure target node of a join node must be apable of sup-porting all seurity properties of orresponding soure seure nodes.ontext JoinNodeinv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).onfidentialityEnsuredthen self.outgoing.target.olAsType(SeureNode).onfidentialityAlgorithm =i.soure.olAsType(SeureNode).onfidentialityAlgorithm andself.outgoing.target.olAsType(SeureNode).onfidentialityKeyLength =i.soure.olAsType(SeureNode).onfidentialityKeyLengthelse true endif)inv: self.inoming->forAll(i |if i.soure.olIsKindOf(SeureNode) and i.soure.olAsType(SeureNode).integrityEnsuredthen self.outgoing.target.olAsType(SeureNode).integrityAlgorithm = i.soure.olAsType(SeureNode).integrityAlgorithmelse true endif)
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